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GATE MCQs
1. Which of the following is a key characteristic of cloud computing?
a) Scalability
b) Local Storage
c) Single User Access
d) High Latency
Ans: a) Scalability
2. What is the primary goal of distributed computing?
a) Reduce power consumption
b) Increase hardware dependency
c) Provide scalability and reliability
d) Minimize network usage
Ans: c) Provide scalability and reliability
3. Which of the following is NOT a characteristic of cloud computing?
a) Elasticity
b) On-demand self-service
c) Centralized Processing
d) Resource Pooling
Ans: c) Centralized Processing
4. What does "multi-tenancy" mean in cloud computing?
a) Dedicated resources for each user
b) Sharing resources among multiple users
c) Private cloud deployment
d) Secure cloud storage
Ans: b) Sharing resources among multiple users
5. Which model provides infrastructure resources like computing and storage over the Internet?
a) SaaS
b) PaaS
c) IaaS
d) DaaS
Ans: c) IaaS
6. Which protocol is primarily used for secure communication in cloud computing?
a) HTTP
b) FTP
c) HTTPS
d) SMTP
Ans: c) HTTPS
7. What is the main benefit of server virtualization in cloud computing?
a) Increased Hardware Cost
b) Better Resource Utilization
c) Reduced Performance
d) Decreased Security
Ans: b) Better Resource Utilization
8. Which of the following is NOT a system model for distributed and cloud computing?
a) Client-Server Model
b) Peer-to-Peer Model
c) Standalone Model
d) Layered Model
Ans: c) Standalone Model

9. Which of the following technologies is NOT a key enabler for cloud computing?
a) Virtualization
b) High-Speed Networks
c) Quantum Computing
d) Distributed Storage
Ans: c) Quantum Computing

10. Which of the following is NOT an implementation level of virtualization?
a) Application-Level Virtualization
b) Hardware-Level Virtualization
c) Database Virtualization
d) Network Virtualization
Ans: c) Database Virtualization

11. Which virtualization mechanism allows multiple virtual machines to share a single CPU?
a) Binary Translation
b) Hypervisor Scheduling
c) Direct Execution
d) Instruction Pipelining
Ans: b) Hypervisor Scheduling

12. Which of the following cloud computing service models provides a fully managed software solution?
a) IaaS
b) PaaS
c) SaaS
d) DaaS
Ans: c) SaaS

13. Which cloud computing model allows companies to integrate private and public clouds?
a) Private Cloud
b) Hybrid Cloud
c) Community Cloud
d) Public Cloud
Ans: b) Hybrid Cloud

14. Which cloud security concern arises due to shared multi-tenant environments?
a) Vendor Lock-in
b) Data Isolation
c) Network Latency
d) Bandwidth Throttling
Ans: b) Data Isolation

15. What is the primary purpose of a Trusted Hypervisor like XOAR?
a) Improve cloud storage performance
b) Enhance virtualization security
c) Reduce computational complexity
d) Minimize power consumption
Ans: b) Enhance virtualization security

16. Which of the following is a cloud computing platform provided by Google?
a) AWS EC2
b) Microsoft Azure
c) Google App Engine (GAE)
d) IBM Watson
Ans: c) Google App Engine (GAE)

17. Which programming model is widely used for distributed computing in cloud environments?
a) Hadoop MapReduce
b) Assembly Language
c) Python Flask
d) MATLAB Parallel Computing
Ans: a) Hadoop MapReduce

18. Which of the following is a key performance metric in distributed and cloud computing?
a) Response Time
b) Memory Usage
c) Power Consumption
d) All of the above
Ans: d) All of the above

19. Which of the following is NOT a challenge in distributed computing?
a) Fault Tolerance
b) Scalability
c) Centralized Processing
d) Synchronization
Ans: c) Centralized Processing

20. What is the primary function of a hypervisor in virtualization?
a) Managing Virtual Machines
b) Enhancing Network Security
c) Reducing Bandwidth Usage
d) Encrypting Cloud Data
Ans: a) Managing Virtual Machines

21. Which of the following is an advantage of virtualization?
a) High Hardware Cost
b) Improved Resource Utilization
c) Increased Power Consumption
d) Reduced System Scalability
Ans: b) Improved Resource Utilization

22. Which of the following best describes the architecture of cloud computing?
a) Single-Tier Architecture
b) Multi-Tier Architecture
c) Monolithic Design
d) Peer-to-Peer Architecture
Ans: b) Multi-Tier Architecture

23. Which of the following is NOT a public cloud platform?
a) Amazon Web Services (AWS)
b) Microsoft Azure
c) IBM Cloud
d) VMware ESXi
Ans: d) VMware ESXi

24. Which security mechanism ensures that cloud data remains confidential?
a) Load Balancing
b) Firewall Configuration
c) Data Encryption
d) Virtual Machine Migration
Ans: c) Data Encryption

25. Which of the following is a major security risk in cloud computing?
a) Vendor Lock-in
b) On-Demand Resource Allocation
c) High Network Bandwidth
d) Increased Latency
Ans: a) Vendor Lock-in

26. Which of the following is an example of a cloud-based development platform?
a) Google App Engine
b) MySQL
c) Hadoop HDFS
d) Oracle VirtualBox
Ans: a) Google App Engine

27. Which cloud computing technology enables parallel processing of large datasets?
a) Virtual Private Cloud
b) Hadoop MapReduce
c) Software-Defined Networking
d) Content Delivery Network
Ans: b) Hadoop MapReduce

28. Which cloud computing model allows organizations to manage applications without maintaining the underlying infrastructure?
a) IaaS
b) SaaS
c) PaaS
d) DaaS
Ans: c) PaaS

29. Which of the following is a commonly used tool for simulating cloud environments for research purposes?
a) VirtualBox
b) CloudSim
c) Docker
d) Kubernetes
Ans: b) CloudSim

30. What is the primary purpose of Inter-Cloud Resource Management?
a) To integrate multiple cloud providers for better resource utilization
b) To increase cloud service costs
c) To reduce data redundancy in a single cloud platform
d) To minimize security risks in private clouds
Ans: a) To integrate multiple cloud providers for better resource utilization
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